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Spyware: A Concise Guide
Posted on April 1, 2003 by Editor
By Matt Ernst <erns0637@pacificu.edu>
Senior, Computer Science Major at Pacific University
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.01 What… and why? (return to index)
Any piece of software that collects information about you or your computer and reports it to a
third party may be considered “spyware.” Such software is more common than you might think.
Some of the most popular applications on the Web — such as KaZaA, the peer to peer file
swapping program — install programs designed to monitor and report on the user’s behavior to
varying degrees. Few people bother to read the entirety of the click-through license agreements
that accompany programs, so it is easy to consent to automated monitoring without even
realizing it. Most of the spyware installed alongside useful applications is designed to collect
valuable marketing information. How many hours do you surf the web? How much do you use
the software you’ve downloaded? What web sites do you visit? What sort of entertainment do
you enjoy? This sort of information may increase the volume and selectivity of advertisements
targeted at you, but it is not dangerous per se.
More threatening is spyware explicitly designed to clandestinely collect information about
everything you do on your computer. Such software can record all of your incoming and outgoing
e-mail, the applications you use, the web sites you visit, and everything you type on your
keyboard. It can then store the information for later retrieval and (often) silently forward it to
somebody whenever you connect to the Internet. This software is too complex and privacy-
invasive to show up along with the latest popular shareware package. Instead, it is written for
use by suspicious spouses and lovers, bosses who want to monitor their employees, schools that
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want to monitor their students, or (this is certain but never mentioned by the authors) people who
want to spy on personal correspondence, passwords, or financial information. It is generally
commercial software, with some shareware packages available also. If you stumble across one
of these all-invasive spies (often called “keystroke loggers” due to their recording of everything
typed on the keyboard), it was almost certainly placed there by manually somebody who wishes
to monitor you. Advertisers don’t need to know the contents of love letters or your credit card
number.
.02 Detection and removal (return to index)
If you know or suspect that there is spyware lurking on your computer, there are a number of
steps you can take. A number of sites, such as SpyChecker, compile lists of known spyware-
installing applications and allow you to find out if it’s likely your computer is harboring such
software. Free programs like Ad-aware can help you to find and remove existing spyware
installations. Technically sophisticated users may also use the Windows task list to look for
suspicious programs executing in the background, or use regedit to search for traces in the
Windows registry. However, the arms race between spyware and counter-spyware is always in
flux, much like the race between viruses and anti-virus programs. More aggressive spyware may
take active steps to disable countermeasures you have installed, hide from detection, and fight
deletion.
.03 Prevention (return to index)
It is not difficult to avoid the majority of spyware. Don’t download and install programs that you
don’t know much about, especially in spyware-rich categories of programs like media players,
file-sharing applications, “browser enhancements,” and games. As with viruses, user caution is
more effective (if harder to guarantee) than automatic protection software. Use resources like
SpyChecker and Google Groups to find out what you can about that shiny new desktop toy or
fancy MP3 player. Suspicion of unknown software has the beneficial side effect of protecting you
from other species of computer badness, such as adware (forced-advertisement software) and
Trojans (programs that hide within other software packages to do malicious things to your files or
applications).
Dedicated spyware installed by someone malicious or suspicious is harder to guard against.
Password-protecting your computer is a good first step. A dedicated attacker can, given physical
access to your machine, always access and alter its contents. So physical protection (isolation
from public spaces, locked doors and the like) is necessary to keep your computer truly secure
from spyware. A computer that you do not completely control cannot be guaranteed secure.
Fortunately, few of us ever have the sort of security concerns that would make a physically
protected, jealously guarded computer a necessity.
This entry was posted in Uncategorized by Editor. Bookmark the permalink
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19 THOUGHTS ON “SPYWARE: A CONCISE GUIDE”
best toilet
on January 31, 2014 at 11:50 PM said:
Quality articles or reviews is the secret to invite the people to pay a quick visit the
website, that’s what this site
is providing.
dashboard camera reviews
on February 2, 2014 at 7:30 PM said:
Thank you for the good writeup. It actually used to be a
enjoyment account it. Look complicated to far brought agreeable from you!
However, how could we communicate?
infrared grill reviews
on February 3, 2014 at 6:44 PM said:
If you are going for best contents like me, simply pay a quick visit this
web page every day since it offers quality contents, thanks
best vacuum sealer
on February 3, 2014 at 7:17 PM said:
Can you tell us more about this? I’d love to find out
more details.
best recumbent exercise bike
on February 3, 2014 at 8:20 PM said:
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My family always say that I am wasting my time here at web, except I know I am getting
know-how everyday by reading thes good posts.
espresso machine reviews
on February 3, 2014 at 8:32 PM said:
I really like what you guys tend to be up too. This type of clever work and exposure!
Keep up the very good works guys I’ve included you guys to my own
blogroll.
induction cooktop reviews
on February 3, 2014 at 9:20 PM said:
Hi there, You’ve done a great job. I’ll certainly digg it and personally recommend to my
friends.
I’m confident they’ll be benefited from this site.
best vacuum for hardwood floors
on February 3, 2014 at 10:40 PM said:
Very nice post. I just stumbled upon your blog and wanted
to say that I have really enjoyed surfing around your blog posts.
After all I will be subscribing to your feed and I hope you write again soon!
table saw reviews
on February 3, 2014 at 11:40 PM said:
Pretty! This was a really wonderful post. Many thanks for
providing this information.
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best electric tea kettle
on February 4, 2014 at 12:13 AM said:
Hi Dear, are you genuinely visiting this site daily, if so then you will definitely obtain good
experience.
best scroll saw
on February 4, 2014 at 1:00 AM said:
Write more, thats all I have to say. Literally, it seems as though you relied on the video to
make your point. You obviously know what youre talking about, why waste your
intelligence on just posting videos to your site when you could be giving us something
informative to read?
best pressure washer
on February 4, 2014 at 1:48 AM said:
Hi there to all, the contents existing at this website are truly remarkable for people
experience, well, keep
up the nice work fellows.
garbage disposal reviews
on February 4, 2014 at 1:57 AM said:
I have learn some just right stuff here.
Definitely value bookmarking for revisiting. I surprise how much attempt you place to
make one of
these fantastic informative website.
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humidifier reviews
on February 4, 2014 at 2:30 AM said:
If some one wants expert view regarding blogging and site-building
afterward i recommend him/her to pay a quick
visit this weblog, Keep up the pleasant work.
folding bike reviews
on February 4, 2014 at 2:42 AM said:
Magnificent web site. Lots of helpful information here.
I am sending it to a few buddies ans additionally sharing in delicious.
And certainly, thank you for your sweat!
nigeria entertainment news
on February 4, 2014 at 10:31 AM said:
Hi there! I know this is kinda off topic on the other hand I’d figured I’d ask. Would you be
interested in trading links or possibly guest writing a blog article or vice-versa? My
internet site addresses many the exact same subjects as yours and I think we could
greatly benefit from each other. Should you happen being interested feel free to send me
an e-mail. I appear forward to hearing from you! Terrific blog by the way!
best clothes steamer
on February 4, 2014 at 5:06 PM said:
What’s up i am kavin, its my first occasion to commenting anyplace, when i read this
post i thought i could also create comment due to this sensible paragraph.
best crossfit shoes
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on February 4, 2014 at 6:09 PM said:
Have you ever thought about adding a little bit more than just your articles?
I mean, what you say is fundamental and everything.
However think of if you added some great pictures or videos to give your posts more,
“pop”!
Your content is excellent but with pics and videos, this site could undeniably
be one of the most beneficial in its niche.
Great blog!
test.opensourceecology.org
on February 6, 2014 at 3:45 AM said:
Ahaa, itѕ fastidious discussion aЬout thiѕ article аt thіs placе at thiѕ blog, I haνe read аll
that, s  now mе alѕо commenting аt thսs place.
